
 
 
Once a Trojan or Worm infects a PC it will attempt to spread itself to other computers in 
several ways. It might use folder shares on other computers within your network to copy 
itself into. It can email itself to all of your closest friends by accessing your address book. 
 
 

Recommendations for  improved network secur ity 
 

Always maintain an updated antivirus on all computers within a network. 
 
Perform Windows Update regularly (better to set it to automatic updates) Open internet 
explorer and click on “ tools”  then “windows update”  Keep going back to windows 
update until all critical updates have finished. Upgrade to Microsoft Update to include 
your Microsoft Office products in the update process. 
 
Turn on Windows XP firewall. Start, Control Panel, Windows firewall. If you are 
running Windows 98, ME, or 2000 professional consider getting firewall protection for 
these operating systems from 3rd party vendors. Better yet, replace or upgrade that old PC 
to Windows XP. There are many free firewall programs available for those who refuse to 
upgrade. Note: Installing a firewall program on a computer may prevent it from being 
able to share printers or files. 
 
Don’ t make changes to your computers or network without first consulting with your 
network administrator. 
 
For safer internet access insure that your office uses a router that blocks unsolicited 
incoming traffic. 
 

Resources 
Microsoft Security Center http://www.microsoft.com/security/default.mspx 
Microsoft Update http://update.microsoft.com/microsoftupdate 
 



 
 
The Trojan can bypass routers and firewalls because it initiates the connection from 
within the LAN to inform the Trojan creator of the successful installation of the Trojan. 
 
 

 
 

The creator can then reach back through the router and firewall (because of the 
preexisting outgoing request) to control the PC or use its services and files. The hacker 
that gains control or your PC can use it to do evil deeds to other computers both inside 
and outside of your network. And it looks as if the attacks are coming from you….. 



 
 
Trojan Horses and Viruses 
 
 All computers that reside on a LAN should have good antivirus protection even if 
only 1 PC is allowed access to the internet. If your PC gets infected by a trojan horse 
virus, the trojan will make the necessary outgoing request so as to allow the author of the 
trojan access back through the router and into your PC. Trojans and viruses can 
redistribute themselves through a LAN infecting all unprotected computers even if they 
aren’ t used for internet access. Performing “Microsoft Windows Update”  and checking 
your antivirus program regularly helps to prevent trojans and viruses from attacking your 
PC and spreading around the network.  

 
 
A Trojan or worm infects a PC. It usually begins by imbedding itself in the operating 
system. Then it starts opening backdoors, sharing its files or other services out to the 
network. 



 
Accessing File Shares 
  
 To access a workstation shared folder you will need to find out what the computer 
name is for the workstation that has the folder share on it. On your PC click on the Start 
button then click Run. Type \\computername (computer name of the PC sharing the 
printer) and click OK. A window should open displaying that computers shared 
resources. Double click on the share to view its contents. If you are prompted for a 
password or given the access denied message you should contact your offices technical 
representative or supervisor. Alternatively you could right click the share and select Map 
Network Drive. Choose an available drive letter and decide if you want to reconnect at 
next logon. Mapping a drive letter will let you use the share as if it were a real hard drive. 
Remember that file shares on the serving PC will only be available if that PC is turned 
on.  

 
 

 
Internet Access 

 
  
 The inclusion of internet access into the office network has greatly expanded the 
capabilities of the office worker. Internet access allows them to have direct access to a 
wealth of information, as well as access to state and local websites for information 
exchange. This access does come at a price, your information security. A typical internet 
router acts like a one way door. It blocks unsolicited traffic and only lets data in from the 
internet if there has been a preexisting request for that connection from within the Local 
Area Network. When you attempt to access http://google.com, your PC asks the gateway 
(routers LAN connection) for the site named google.com. The router first makes note of 
what PC on the LAN has asked for the site then asks out to the internet to get the web 
page delivered back to its external IP address. When the page arrives, it is sent (routed) 
back to the PC that asked for it on the LAN. If internet traffic comes to the router without 
first being requested by a LAN PC it is blocked. 



 When printing to this type of printer the workstation must be turned on (it does 
not have to be logged in). Your PC (the client) sends the print job data to the sharing PC 
(the server) via IP address. The serving PC begins storing the print job data in what’s 
called the print spooler and gives it out to the printer as the printer is ready for it. 

 
 
Pr inting to a Network Enabled Pr inter  
 
 A network enabled printer differs in that there is not a workstation connected 
directly to it. Instead the printer has a network port and its own IP address on the 
network. Installing this type of printer usually involves using the CD that was provided 
with the printer (the installation procedures vary widely). Another difference is that no 
other workstations have to be turned on to use it. When you print to this type printer the 
print job data is stored in your print spooler and sent out directly to the printer as the 
printer is ready to accept it. 
 

 
 



 
 
 
Computer  Name 
 
 A computer name is not addressable or routable. This means that when your 
computer needs to use a printer that is on a server with the name of Lgserver, your PC 
broadcasts out on the network and asks who Lgserver is and at what IP address can it be 
found? If Lgserver hears the broadcasted request it will then respond back to your PC 
with its IP address information. After that, all communications happens directly between 
the two devices via IP address not computer name. In other words, the computer name is 
a friendly naming format for us to use, but, all real communications happens via IP 
addressing. 
 To lookup your own computer name, click on Start then Control Panel. Double 
click the System icon and select the Computer Name tab. NOTE: Do not change your 
computer name without your technicians’  permission. This action could stop any shared 
printers or folders from operating. 

 
 
Pr inting to a Workstation Shared Network Pr inter  
 
 To access a workstation shared network printer you will need a few pieces of 
information. First you will need to find out what the computer name is for the 
workstation that has the printer connected to it. On your PC click on the Start button then 
click Run. Type \\computername (computer name of the PC sharing the printer) and click 
OK. A window should open displaying that computers shared resources. Right click on 
the printer and select connect or install. Occasionally windows may ask for additional 
driver files to complete the installation the printer. If this happens you will have to locate 
the driver CD that came with the printer and insert it into the cdrom. After installing or 
connecting to the printer, it should be visible in your list of available printers when you 
attempt to print a document. 



 Networks are segmented logically by a process called sub-netting. This means not 
all IP addressed devices will be able to communicate with each other. On TCP/IP 
networks, subnets are defined as all devices whose IP addresses have the same prefix. For 
example, all devices with IP an address that starts with 192.168.10.XXX would be part of 
the same subnet. They would not be able to communicate with other devices with address 
prefixes like 66.212.45.XXX or 192.168.20.XXX  
 Routers join dissimilar network subnets. They can do this because they provide 
Network Address Translation (NAT). An Internet router allows your computer to 
communicate with other computers outside of your LAN by readdressing your requests 
for data and forwarding that request on to the appropriate web server. 
 
 
Static VS Dynamic  
 Servers, network enabled printers, routers, and print servers have their IP address 
statically assigned. This means their IP address is typed directly into their network 
configuration panel. 
 In most internet enabled networks, workstations IP addresses are configured 
dynamically. Usually their will be a device called a router present in the local area 
network. One of the functions of a router is to assign IP addresses to workstations and 
other network devices that are not already statically configured. When a dynamically 
configured workstation (or other network device) first boots up, it must request an IP 
address from the DHCP (Dynamic Host Configuration Protocol) server that is built into 
the router. The DHCP server assigns network devices an IP address (as well as other 
relevant network settings) from a predetermined address pool (range). If you start up your 
PC and it fails to get an IP address from the DHCP server then you will likely be unable 
to communicate to the world outside of your computer.  

 
 
 

File and pr int shar ing 
 Now that we have a little understanding of how computers communicate with 
each other, let’s see how we can use that to share files and devices with a common name 
called the computer name. 



Typical network devices found in most office networks: 
Router  In non-technical terms, a router acts as a junction between two   
  networks to transfer data packets among them. A typical internet   
  router acts like a one way door. It blocks unsolicited traffic and only lets  
  data in from the internet if there has been a preexisting request for that  
  connection from within the Local Area Network. A router connects Local  
  Area Networks to each other to form a Wide Area Network (WAN)  
  
Switch  Connects devices together to form a Local Area Network (LAN). It does  
  not provide for blocking of unsolicited traffic. 
  
Cat 5   The interconnecting cabling between network devices. A special type  
  cable designed to transfer data at 100 mbps (Megabits Per Second) 
  
Workstations   Used to access network resources  
 
Shared workstation printers Printers attached directly to and shared from a workstation  
 
Network enabled Printers Standalone network printers 
 
Thin Clients   Windows emulation terminals 
 
Print servers (jet direct) Converts a standard printer into a network enabled printer 
 
Servers   Provides application sharing or file sharing resources 
   
 

Communicating on a network 
 
 All devices on a LAN must have a unique IP address that is not duplicated by 
another device. The address is referred to as the IP address. The format of an IP address 
is a 32-bit numeric address written as four numbers separated by periods. Each number 
can be zero to 255. Example 192.168.10.240 
 To determine your IP address click on your start button then run. Type cmd in the 
dialog box and click OK. Type ipconfig at the command prompt then hit enter. Windows 
will display your computers IP address. Type exit and hit enter when finished. Note: 
ipconfig /all will display more information. 
   
 Data that is to be transmitted between network devices is divided into blocks 
called packets. The IP address of the destination and sending network device is then 
added to these packets in what’s known as the header and they are sent out of the 
computers network card. All of the devices on the LAN can see these packets but if the 
packet does not have your devices address, the packet is ignored by your device. If the 
header IP address matches then the device knows it should receive it and allows it to pass 
into the computer or network device for further processing.  



The Office Network 
 

Local Government Corporation – Resource 2006 
Disclaimer: Consult with your office manager before changing any network or user 

account settings. Changes in these settings can render your PC unable to print or access 
network resources. This guide is meant to be informational in nature and the processes 

that are discussed are not to be used without the express permission of the 
owners/operators of your network.  

 
Objectives 

Gain a basic understanding of network devices and topology. 
Learn how computer addressing works. 

Gain knowledge of network printing scenarios. 
Understand typical virus/worm activity within the network. 

 
Network Types 

LAN – A Local Area Network is group of interconnected computers that span a relatively 
small area. Most LANs are confined to a single building. However, one LAN can be 
connected to other LANs with routers or over any distance via telephone lines and radio 
waves.  
 
WAN – A Wide Area Network is a group of interconnected Local area networks that 
span a relatively large geographical area. Typically, a WAN consists of two or more 
local-area networks (LANs). The internet is the largest WAN in existence. 
 

Network Components 

 


